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Customer Safety Advisory Notice

syngo.plaza: Potential inconslstencies in case of 4 system ¢rash

Dear customer,

this letter is intended to inform you of a potential issue when using syngo.plaza, In easa of a syslem crash images
may not be written to the hard disk and thare may ba inconsistencles in the database.

What is the issue and when does it occur? |

Incase of a system crash images may not be written to the hard disk. syngo.plaza relies on an operating system
signal that a fila Is available In the Short Term Storage (ST'S) prior to sending out an acknowledgemant for received
images to the sanding madallty. The file name reference for the image is added o the database, However, the
oparating systarm signal “written to Windows file system™ does not ensure that images ara physically written {0 the
hard disk. This slgral will already be provided after images are available in cache.

In case of a system crash (8.g. blue screen, power oulaga) images may not be written from cache to the hard digk
and aro lost, In such a case an exisling file name identifier right be re-used after rostart of the system. Now two
references to the same image file on STS exlst in the database of syngo.plaza,

This leads to the followly effects:

1. For the first received series one or more wrong Images are displayed, The patient identifiers (Nams,
Palient ID and Date of Birth) in the Image text reflect the information of this series.
30 the wrongly displayed images belong to the patient of the second serles, but the displayed patient
identifiers belong to the patient of the first serles,

2. Forthe laler received series, tha images are corractly displayad,
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Actions to reduca the probability for occurrence of this lssue

System crashes canriot be avoided, As soon as the IT administrator gets aware of a system crash, we strongly
regommend that he checks the sonsislancy of the patient data received at the time of the system crash. .
To redluce the risk of data loss while using file caches, slorage systermns shall be protected by a UPS as wall as
RAID controller shall be protected by a battery backup unlt,

How will the issue finally be resolved?

Siemens is preparing a software updale for all affected versions that will resalve thls Issue. This software updale is
planred {0 be avaliable in Q2/2015,

We appreciate your understanding with this safety advisory and ask you to immediately Instrust your personnel
acgordingly, Please include this safety advisory notice in your operator's manval, In the Interests of safety, we azk
that you perform the above preventive measures and inform all affected personnel Immediately.

If you have sold this device/equipment and it Is no longer in your possession, we Kintly ask that you forward this
safety notice to the new cwner of this devicelequipmient. Please inform us about the new owner of the
devicefegquipment,

We regret any inconvenlence that this may cause, and we thank you in advance for your understanding.

Slncerely Yours

Date / Klaussner, Christian Date/ Vedder, Meike
SYNGOQ CFO SYNGO Vice President Quality
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